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ABSTRACT
Keywords Most social media platforms are encouraging users to disclose as
_ much as possible due to self-disclosure on social media being the
Privacy Calculus key value to the success of these platforms. Yet, when privacy
Self-Disclosure breaches grow more and more frequent, individuals tend to do
Social Media privacy cag?culations before self-disclosure. There are many factors

that impact user self-disclosure behavior. On the basis of the
privacy calculus theory, we developed a conceptual model to
investigate the impact of perceived benefits and perceived risks on
social media self-disclosure and proposed related research
propositions, with the aim of revealing the impact mechanism of
privacy calculus on social media self-disclosure and examining the
effects of trust in platform, information sensitivity, privacy
settings, and government regulation on user privacy calculus.
Theoretically, the contribution of this study is the development of
a privacy calculus model that reveals the user's privacy decision-
making process. In terms of practical significance, this study may
assist social media providers in better understanding users' privac

ghoilces, decreasing privacy concerns, and enhancing user self-

isclosure.

1. Introduction

With the rise of the internet and the maturity of communication technology, disclosing information
on social media has become one of the most popular online activities in the current digital era (Apuke
& Omar, 2021; Whiting & Williams, 2013). According to a statistic from Kemp (2023), as of January
2023, 4.76 billion people are actively adopting social media tools daily, accounting for 59.4% of the
world’s total population. Another research predicts that digital life will continue in the post-Covid-19
era, and people will rely more on online tools like social media (Anderson et al., 2021). Activities on
social media reveal user interests, views, and intentions and leave a lot of user data behind (Krasnova
et al., 2010; Parker & Flowerday, 2021). Meanwhile, data and information are essential to the social
media business model (Lee et al., 2022; Naous et al., 2019). By utilizing social media research tools
such as opinion mining, sentiment analysis, and social networking, social media operators can
continue to get enormous amounts of user data with their knowledge and consent and offer online
personalization services to improve the level of users’ satisfaction (Chen, 2018; Gandomi & Haider,
2015).

The fast-growing usage of social media for disclosing information brings benefits to service
providers as well as users (Abu-Shanab & Khasawneh, 2013). Yet, privacy invasion also comes along
with this. In the current study, privacy invasion implies that social media users have been exposed to
search and seizure, creation of databases consisting of personal information, and secondary usage of
that information by a third party (Mekovec, 2010). Of all the privacy invasion cases, social media was
declared the platform with the most privacy leakages. According to a survey of 1,000 United States
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citizens (Proton, 2022), social media platforms have the highest percentage (42.12%) of people
affected by privacy breaches, followed by gaming (25%) and tech-based websites (20.55%).

Such high levels of users data breaches on social media platforms have caused corresponding
increased concerns about privacy and information security, encouraging researchers and practitioners
to continuously study how to maintain an optimal balance between encouraging users’ self-disclosure
on social media on the most enormous scale and reducing concerns of privacy invasion to the utmost
extent(Ma et al., 2021).

2. Problem Statement

Since social media service providers need to sustain their platform development and business
growth, it is essential to understand the factors that are driving users’ self-disclosure behaviors toward
social media platforms (Cheung et al., 2014). Even though a growing amount of research has been
conducted, the influencing factors on users’ self-disclosure behavior remain poorly understood
(Abramova et al., 2017).

Although previous studies on social media privacy concerns and self-disclosure behaviors have
been abundant, there still exists a controversy (Cain & Imre, 2021). One line believes that there is
little to no relationship between online privacy concerns and self-disclosure in social media settings.
Hughes-Raoberts (2013), based on a questionnaire survey and an examination of participants’
Facebook profiles, concluded that a general statement of user privacy concern is not a valid indicator
of disclosing behavior. Another line of research concluded that privacy concerns do matter in users’
sharing behavior. Lutz et al. (2018) examined the disclosing—privacy relationship by exploring the
privacy threats associated with internet-mediated self-disclosure and indicated that privacy concerns
have an effect on disclosing intensity. The current study will continue to investigate the relationship
between privacy concerns and self-disclosure based on privacy calculus theory to contribute to solving
this academic controversy.

Researchers proposed that people always conduct a privacy calculus in their minds to make privacy
decisions, in which process their behavior is determined by the result of the privacy trade-off (Chen,
2018; Jozani et al., 2020; Wang et al., 2020). Privacy calculus is a rigorous model to study privacy-
related information disclosure behavior in the context of social media (Hassandoust et al., 2020).
However, with regard to antecedents of privacy calculus, most studies were mainly performedfrom a
sole aspect such as user factor, information factor, platform factor, or context factor, and few attempts
have been made to develop a comprehensive study model for horizontally comparing the effect of
these factors. Thus, it is necessary to further study the different influences of these factors on the
choice of privacy calculus to better understand its mechanism of impacting social media self-
disclosure.

3. Research Questions and Proposes

The main research objective of this conceptual paper is to investigate the antecedents of privacy
calculus, namely the user factor, information factor, platform factor, and context factor, and their
impact on social media self-disclosure. The specific research objectives are as follows.

1. To what extent do the user, information, platform, and context factors affect privacy
calculus?

2. To what extent do the user, information, platform, and context factors affect users’ self-
disclosure on social media?

3.  How does privacy calculus influence users’ self-disclosure on social media?

This study is to develop a conceptual framework by proposing the relationship between these four
factors (user, information, platform, context), privacy calculus, and social media self-disclosure, and
horizontally compare the effect of these factors.
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4. Literature Review and Propositions Development

In past research, self-disclosure refers to individuals tend to disclose all sorts of information,
including descriptive, evaluative, and affective information, about the self, opinions, or attitudes that
they may communicate to another person (Kreiner & Levi-Belz, 2019). The topic of self-disclosure
has been researched from a variety of disciplinary perspectives for decades. From the social science
disciplines, researchers consider self-disclosure as a social exchange process in which individuals
evaluate cost and benefit before they communicate with others (Worthy et al., 1969).

4.1 Privacy Calculus Theory

In 1999, Culnan and Armstrong (1999) first came up with the “privacy calculus,” which argued
that, in the context of purchasing products and services, people always conduct a calculus between
perceived benefits and the potential costs in their mind to make a privacy decision before they disclose
the personal information which is necessary to complete a transaction. Privacy calculus theory
provides an explanation that personal information can be regarded as the economic value of the
transaction(Beldad et al., 2011; Murphy, 2017); The main philosophy of privacy calculus theory is
that the user's tradeoff between perceived benefits and perceived risks(Dinev et al., 2006; Dinev &
Hart, 2006; Li et al., 2010; Liu et al., 2014). Li and Wu (2022) suggested the following formula for
privacy calculus theory: U(X)=Benefits-Cost, which describes the decision-making process of
personal information disclosing behavior as a "benefit"-"risk" calculation.

This theory was initially applied to commercial environments to explore the intention of
individuals to disclose information for targeted advertising (Culnan & Armstrong, 1999) and later for
e-commercial transactions (Dinev & Hart, 2006). Krasnova et al. (2010) were the first to analyze the
privacy calculus in the context of online social media platforms; they found that users who reported
having higher perceived privacy risks had a less comprehensive Facebook profile and users who
reported getting more benefits had a more comprehensive profile. Subsequently, many researchers
have applied this perspective to explain the individual’s decision as the result of weighing the costs
and benefits of information disclosure in various online contexts.

4.2 The Impact of Privacy Calculus on Social Media Self-disclosure

The privacy calculus model has provided a sound framework to analyze information disclosure
behavior. As mentioned above, the main principle of privacy calculus theory is that the user's tradeoff
between perceived benefits and perceived risks(Dinev et al., 2006; Dinev & Hart, 2006; Li etal., 2010;
Liu et al., 2014), these two constructs should respectively have positive and negative impacts on
individuals' privacy choices and self-disclosing behavior(Sun et al., 2015).

Specifically, when users disclose their personal information with their friends on social media
platforms, they may get some benefits such as feeling secure(Arpaci, 2020) due to trust in the platform,
getting personalization services(Merten, 2021; Tucker, 2014), and earning social capital(Apuke &
Omar, 2021; Ellison et al., 2011; Liu & Brown, 2014). These benefits will drive users to disclose their
personal information to obtain these benefits. On the other hand, because privacy-related information
iS more sensitive than other types of information, users may be worried about their personal
information being misused by others and do not want to share the information (Bol etal., 2018; Martin
etal., 2017). Thus, we propose that:

H1. Perceived benefits are positively associated with users’ social media self-disclosure behavior.

H2. Perceived risks are negatively associated with users’ social media self-disclosure behavior.

4.3 The Influencing Factors of Privacy Calculus

Previous research has examined the influencing factors of privacy calculus and self-disclosure in
many contexts, but most studies were mainly performed from a sole aspect (Li & Wu, 2022) or divided
the influencing factors into endogenous and exogenous factors conflicting with each other (Kroll &
Stieglitz, 2021). Since self-disclosure on social media involves personal information posted by
individuals on social media platforms in a certain social context, this study considers the antecedent
effects of user factor, platform factor, information factor, and context factor on privacy calculus, and
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further studies the different influences of these factors on the choice of privacy calculus to better
understand its mechanism of impacting social media self-disclosure.

4.3.1 Trustin Platform as a User Factor

Trust is usually adopted as a strong predictor of privacy behaviors (Dwyer et al., 2007; Widjaja et
al., 2019; Wu et al., 2012), and it has been shown to be a way to decrease concern about the risks of
privacy and encourage users to engage in social media (Metzger, 2004). In this study, trust refers to
trusting beliefs (McKnight et al., 2002), and it is defined as a user’s overall trust in social media service
providers (Widjaja et al., 2019). The level of trust is uncertain so it might lead to different privacy
choices (Martin, 2013). Prior studies have empirically shown that trust serves as a risk-reducing factor
(Gefen et al., 2003; Kulkarni, 2022) and can help to improve users’ satisfaction (Magableh et al.,
2021). In contrast, if users lose trust in social media platforms, their perceived privacy risk toward
self-disclosure is likely to increase (Kroll & Stieglitz, 2021; Tsay-Vogel et al., 2018). Thus, we
propose that:

H3a: Trust in Platform is positively associated with perceived benefits.
H3b. Trust in Platform is negatively associated with perceived risks.

4.3.2 Information Sensitivity as an information factor

Information sensitivity is defined as the level of privacy concerns that people perceive for a type
of information in a certain context (Weible, 1993; Widjaja et al., 2019). It has been widely recognized
that the type of information collected and used by social media affects the level of individuals’ privacy
concerns (Dinev et al., 2013; Li et al., 2016; Malhotra et al., 2004). More sensitive information will
be perceived as riskier and more uncomfortable to disclose (Dinev et al., 2013; Li et al., 2011) since
certain spheres of life are seen as more private than others. Considering the fact that users’ privacy
concerns vary dramatically by the degree of sensitivity of the information, this study proposes that:

H4a: Information sensitivity is negatively associated with perceived benefits.
H4b. Information sensitivity is positively associated with perceived risks.

4.3.3 Privacy Setting as a platform factor

In the social media context, perceived affordance has become the major factor driving perceived
benefits and disclosure intentions. Such affordance enables social media users to cope with complex
privacy and security issues through privacy settings (Santos & Faure, 2018). For instance, Shane-
Simpson et al. (2018) demonstrated that user-adjustable privacy settings could promote the social
capital of users and increase, rather than decrease, the information they disclose. Moreover, providing
users with alternative information disclosure options will enhance users’ perceived fairness and
security of the program setting and increase their perceived controllability over personal privacy
information (Ma et al., 2021; Wang & Wu, 2014). Ma et al. (2021) further indicated that the privacy
settings of “Last Three Days/One Month/Six Months Visibility” on WeChat Moment significantly
impacted users’ self-disclosure intentions by counteracting perceived privacy risks and positively
affected the perceived benefits. Hence, this study proposes that:

H5a: Privacy setting is positively associated with perceived benefits.
H5b. Privacy setting is negatively associated with perceived risks.

4.3.4 Government regulation as a context factor

Government regulation in the current study refers to the government regulating online platforms
to protect users' personal information from data breaches and misuse (Dinev et al., 2008). Previous
privacy-related studies indicated that legislation is one of the significant and most commonly used
approaches to protecting information privacy from the perspective of the government (Xu et al., 2009;
Xu et al., 2014). Government regulation assuages users’ perceived privacy risks by ensuring that their
personal information is treated in a respectful and fair manner (Lasprogata & King, 2004; Sarathy &
Robertson, 2003). Recognizing the deterrent value of a legal system, users tend to believe that social
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media service providers would conform to government regulation, and would therefore collect and
use personal information appropriately (Xu et al., 2014). In addition, privacy protection standards set
by the government allow users to believe that service providers will protect their disclosed information
post-contractually, thereby increasing their sense of security over personal information (Tang et al.,
2008). Hence, this study hypothesizes that :

H6a: Government regulation is positively associated with perceived benefits.
H6b. Government regulation is negatively associated with perceived risks.

5. Conceptual Framework

This conceptual paper posits the mechanism through which the privacy calculus influences users'
self-disclosure behavior in social media, based on the preceding discussions. The process of privacy
calculus is influenced by a number of factors (Jozani et al., 2020; Kang & Namkung, 2019), and this
conceptual paper provides propositions regarding this subject from four aspects, forming the following
conceptual framework.

Trust in Platform R
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) & Perceived Benefits
( Information Sensitivity < 4

— SN Ny Social Media
N A SN o ® Self-disclosure

Privacy Setting \
> Perceived Risks

/
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Figure 1. Conceptual Framework

6. Research Methodology

This conceptual framework involves predicting relationships and building connecting relationships
between many independent variables. To statistically validate this conceptual model, it should be
tested empirically. According to Babbie (2020), quantitative methodology assists in unbiased and
deductive reasoning of postulation and offers a generalization of the research outcome. The survey
method is considered the best way for this research due to the large population making it difficult to
have direct observations of the subjects under examination (Nardi, 2018). The data obtained from the
survey enabled this study to have statistical reports that were used to project the outcomes of the
disclosing behaviors of the people. Therefore, a survey method for the collection of data from the
respondents is needed.

Sampling is the process of selecting a sample from the population (Kumar & Semetko, 2018).
Etikan et al. (2016) suggested that when the population of interest is difficult to reach and compiling
the list of the population seems problematic, non-probability sampling should be utilized. Since the
overall population size exceeds 100,000 (Hair et al., 2019), this study will adopt the nonprobability
sampling and virtual snowball sampling approach to obtain a more representative sample of the
population to generate the result that will reflect the true features of the population.

This study will make use of a self-administered online survey guestionnaire as its instrument. All
the guestions can be adapted from validated variables found in prior studies, and re-reworded to suit
the context of this current investigation. Measurement for perceived benefits and perceived risks can
be drawn from (Wang et al., 2020) and (Kim et al., 2019). Items of trust in platform, information
sensitivity, privacy setting, and government regulation can be adopted from (Naous et al., 2019),
(Jozani et al., 2020), (Cheung et al., 2014), and (Xu et al., 2011), respectively. Similarly, measures of
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social media self-disclosure stem from (Sharif et al., 2021). All the items are listed in the following

table 1.

Table 1. Measurement Items and Sources of Constructs

Construct

Measurement ltems

Source

Perceived
Benefits

Perceived
Risks

Trustin
Platform

Information
Sensitivity

Privacy
Setting

1: Self-disclosure on social media may help to establish relationship with
my friends.

2: Self-disclosure on social media may help to gain emotional support from
others.

3: Self-disclosure on social media may help me joining in some social
groups.

4: Self-disclosure on social media may receive coupons, discounts and cash
rewards.

1: The information | disclosed on social media could be sold to third
parties.

2: The information | disclosed on social media could be misused.

3: The information | disclosed on social media could be made available to
unknown individuals or companies without my knowledge.

4:The information | disclosed on social media could be made available to
governmental agencies.

5: The information | disclosed on social media could be jeopardized by
hacking activities.

1: | believe that the social media platform would act in my best interest
when dealing with my personal information.

2: The social media platform is interested in protecting my personal
information according to the preferences | specify.

3: The social media platform would fulfill its promises related to the
personal information provided by me.

4: The social media platform is sincere and genuine in managing my
personal information.

5: The social media platform handles personal information submitted by
users in a competent fashion.

6: The social media platform performs its role of managing my personal
information according to my privacy settings very well.

1: 1 do not feel comfortable with the type of information social media
platforms request from me.

2: | feel that social media platforms gather highly personal information
about me.

3: The information | provide to social media platforms is very sensitive to
me.

1: | feel in control over the information | disclose on social media via
privacy settings.

2: Privacy settings allow me to have full control over the information |
disclosed on social media.

(Wang et al., 2020)

(Kim et al., 2019)

(Lo &
Riemenschneider,
2010)

(Jozani et al., 2020)

(Cheung et al., 2014;
Krasnova et al.,
2010)
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3: | feel in control over who can view my information on social media via
privacy settings.

Government 1. I believe that the government should protect me from the misuse of my (Gong et al., 2019)
Regulation personal data by social media platforms.

2. | believe that the government should govern and interpret the practice of
how social media platforms collect, use, and protect my private
information.

3. | believe that the government should be able to address the violation of
the information | disclosed to social media platforms.

Social Media 1: 1 share my personal information (such as real name, current town, (Sharif et al., 2021)
Self-disclosure  education, employment, and so on) on my social media.

2: | have my contact information (such as email, cell phone number,
address, and so on) on my social media.

3: | share my personal pictures on my social media.
4: | share my personal videos on my social media.

5: I share my ideas, opinions, and recommendations through my social
media.

With regard to data analysis, two statistical methods can be used in this study. One of them is the
Statistical Package for the Social Sciences (SPSS), which can be utilized for data imputation,
screening, and a descriptive analysis of the respondent's demographic characteristics. Another is PLS-
SEM, which is suitable for the identification of complex critical structural models, so Smart PLS 4
can be used to test the measurement model and the structural model.

7.Conclusion

This paper has successfully developed a theoretical framework that is helpful for future research
in privacy calculus and self-disclosure. Theoretically, this conceptual paper proposes a conceptual
framework to explain the decision-making process related to privacy issues on social media based on
the privacy calculus theory. Besides, this study has provided a new insight view on privacy calculus
studies by adopting user, information, platform, and context factors as antecedents. Practically,
understanding these factors and their impact may promote the self-disclosure behavior of users, which
will help social media operators provide users with satisfactory services while better protecting their
privacy.

Even though the framework is established, there is still a need for more efforts in the future. Firstly,
the survey mentioned above needs to be conducted to get data for users, because the conceptual
framework and propositions must be tested to identify them. Secondly, privacy calculus is a complex
process and can be impacted by user factors, information factors, platform factors, and context factors,
this study only adopts one construct of each factor, and more factors need to be further investigated in
this area.
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